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About me Universitdt jc} Miinchen

= |T-officer in the German Army

= Research assistant at the Universitat der
Bundeswehr Munchen (UniBwM)

* Topics of research:
 |T-security
« Security management
* Cloud Computing

= Member of:
e NATO SC/4 SMI and TIAS
« EDAPT CIS
« NMN-Team
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What we see

What Is there
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Setting the scene Universitdt {3y Miinchen

= Provide trust and security over multi-provider Cloud
Computing environments (dedicated communication
Infrastructures, security mechanisms, processes and
policies)

= “Cloud Computing usage, as Cloud Computing
services will multiply and expand faster than the
ability of Cloud Computing consumers to manage or
govern their usage”

= Vision: global, consistent, accountable and
Integrated security management — “air traffic control
system”
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= 1 enforcement of control:
« Enforcement of security regulations
* Reporting
= 2 control management:
* Providing and monitoring controls
= 3 security management:.
 Policies for all security management functional
areas
» Collection/aggregation/integration of events and
alerts from controls or the regular infrastructure

* - merging technology/platforms within a
framework = air traffic control system
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Cloud environment Universitdt (3 Miinchen
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= Security management functions
* Data
— Policy enforcement at all points
— Encrypt all data - in motion or at rest
— Key management
* |dentity nightmare - AAA
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= Collaboration
« Shared environment:;

— Integration of inter-security management
iInformation exchange

— Standardised and non-proprietary protocols
 Distributed time zones

— sufficient timestamps

— Schedules

« Management information exchange between
Cloud security management system - overarching
security management system of whole
organization
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* Integration of Security Management Objects
 Interfaces and API’s
e Support of standards
« Responsibility SaaS, PaaS, laaS

= General Requirements

« Scalability and flexibility
e Geographic and linguistic
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management i

g
CA& - Enterprise [T-Management + + + + + + + +

Check Point - Software Blades + + + + + + +

Cisco - Security Management Suite + 0 0 + +

Evidian - Identity and Access Management Suite + + + + + + 0

IBM - Tiveli Suite + + + + + +

Metl - Security and Compliance Management + + 0 + +

Movell - Identitdts- und Zugriffsmanagement + + + + O + + + + +

Oracle - Identity and Access Management + + + + + + + + +

R34 - Security Suite + + + + + + + 0 + +

Siamiens - Dirk + + + + + + 0 + + + +

Sophos - Security and Data Protection + + (0] + [} + O + (0] Legend:

Sun - ldentity Managemeant + + + 4 + + O + + (a] 0 + | fulfilled
Symantec - Control Compliance Suite + + [a] + 0 + O |partial fulfilled
University of Kent - Permis + + 0 + 0 + + -m:-t fulfilled
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Status quo - standards Universitdt (3 Miinchen

= General:
* Open Cloud Computing Interface (OCCI)
Amazon EC2 API
 VMware’s DMTF-submitted vCloud API
« Rackspace API
* Cloud Data Management Interface (CDMI)

= Security:
 OASIS SAML
« Key Management Interoperability Protocol(KMIP)

« Generic Security Services Application Program
Interface (GSS-API)
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= Security functions provided by Cloud service
providers

« Example: Amazon Elastic Compute Cloud
(Amazon EC2) Security

« Multifactor authentication (knowledge and
ownership)

« Control privileges + supporting of credentials like
X.509 Certificate/proprietary Amazon Secret
Access Key (e.g. to sign APl calls)

« Key management
* Access is logged + audited

« Multiple geographic regions as well as across
multiple availability zones
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SM objects (2) Universitdt ﬁQ Miinchen

= Cloud security management services
« Example: PingFederate
* |dentity-as-a-Service
« federating identity management
= Security management objects within interfaces

« Example: Cloud Data Management Interface
(CDMI)

« User + entity authentication, authorisation and
access controls

« Data integrity + data at-rest encryption + crypto
key management

« Audit and meta-data management
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Michael Kretzschmar
Universitat der Bundeswehr Munchen
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Germany

Phone +49 (0)89 6004 4764

This research activity has been performed partially in cooperation with the
Bundesamt fiir Sicherheit in der Informationstechnik (German NSA).
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